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Executive Summary 
The widespread adoption of AI by individuals within businesses has created unprecedented 
data compliance challenges for UK SMEs. Employees routinely input sensitive business 
information into consumer AI services without understanding the implications.  

The distinction between free and subscription AI services significantly impacts data 
protection, with free versions typically using input data for model training. Agentic AI and now 
browsers, introduce autonomous decision-making capabilities that multiply compliance risks 
exponentially.  

UK businesses must navigate complex regulatory requirements including GDPR, the emerging 
AI Act, and international data transfer restrictions. Different AI providers offer varying levels of 
compliance assurance, making vendor selection critical.  

CFOs must establish comprehensive governance frameworks while balancing innovation 
with regulatory compliance to protect their organisations from substantial financial and 
reputational risks. 
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The AI Realities Today 
• Large language models have become embedded in daily business operations. Employees 

use ChatGPT, Claude, Copilot, and similar services for everything from drafting emails to 
analysing financial data. These tools process contracts, customer information, and 
strategic plans. 

• Usage patterns have evolved beyond simple queries. Staff now upload entire documents, 
share confidential data, and rely on AI for critical business decisions. The sophistication of 
these systems continues to advance rapidly. 

• Multimodal capabilities allow AI to process images, voice, and code alongside text. This 
expansion of functionality increases both utility and risk. Browser extensions and 
integrated office tools mean AI touches virtually every business process. 

• The shift towards agentic AI represents the next evolution. These systems can 
autonomously complete tasks, access multiple data sources, and make independent 
decisions. They operate continuously, creating chains of actions beyond human oversight. 

How Free and Subscription Versions Differ 
• Free AI services operate on a fundamentally different business model from paid versions. 

They typically retain and use conversation data for model training unless users manually 
opt out. This default setting poses significant risks for business users. 

• Data retention policies vary dramatically between tiers. Free versions may store 
conversations indefinitely, creating permanent records of sensitive business information. 
Even when opt-out features exist, they require individual action across every device and 
browser. 

• Subscription services offer enhanced protections, though levels vary by tier. Individual 
paid plans like ChatGPT Plus provide performance benefits but maintain similar data usage 
policies to free versions. Users must still actively manage privacy settings. 

• Enterprise subscriptions represent a different category entirely. These plans contractually 
guarantee that customer data will not be used for training. They provide administrative 
controls, audit trails, and compliance certifications essential for business use. 

• The critical distinction lies in default settings. Enterprise plans exclude data from training 
automatically, while consumer versions require manual intervention. This fundamental 
difference creates substantial compliance risks when employees use personal accounts. 
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The Implications of Agentic AI 
• Agentic AI fundamentally changes the risk landscape. Unlike traditional AI that responds to 

specific queries, agents act autonomously to complete objectives. They can access 
systems, make decisions, and initiate actions without human approval for each step. 

• Attack surfaces multiply exponentially with agent deployment. Each autonomous system 
represents a potential vulnerability. A compromised agent could access customer 
databases, financial systems, and intellectual property across the entire organisation. 

• Accountability becomes complex when agents make independent decisions. Traditional 
GDPR concepts of data controller and processor blur when AI systems determine their own 
actions. Legal responsibility for agent decisions remains with the deploying organisation. 

• Speed of operation exceeds human ability to monitor or intervene. Agents can execute 
thousands of actions per minute, making real-time oversight impossible. Errors or breaches 
can cascade through systems before detection. 

• AI browsers that research and interact with websites autonomously pose particular risks. 
They may inadvertently expose credentials, download malware, or share confidential data 
with external sites. Security awareness that humans possess through training does not 
exist in these systems. 

The Key Data Compliance Issues 
• Personal data processing occurs whenever AI systems handle information relating to 

identifiable individuals. Today’s AI can infer personal characteristics from seemingly 
anonymised data, creating unexpected GDPR obligations. Even aggregated data may reveal 
individual information through pattern analysis. 

• Lawful basis for processing becomes complicated with AI. Consent obtained for one 
purpose may not extend to AI analysis. Legitimate interest assessments must consider the 
novel risks AI processing introduces. 

• Data minimisation principles conflict with AI's appetite for comprehensive datasets. 
Models perform better with more data, but GDPR requires limiting collection to what is 
necessary. This tension requires careful balance. 

• International data transfers happen automatically when using US-based AI services. 
Despite framework agreements, each transfer requires assessment of destination country 
protections. The invalidation of previous frameworks demonstrates the fragility of these 
mechanisms. 

• Transparency obligations prove challenging when AI decision-making processes remain 
opaque. The right to explanation under GDPR requires organisations to explain automated 
decisions affecting individuals. Black-box AI models make this technically difficult. 
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• Data subject rights become complex to fulfil. How can organisations ensure data deletion 
from AI models that have learned from that data? The right to rectification poses similar 
challenges when incorrect data has influenced model training. 

• Security requirements under GDPR Article 32 demand measures appropriate to risk. AI 
systems' complexity and autonomy create new vulnerabilities requiring enhanced 
protections. Traditional security measures prove insufficient for AI-specific threats. 

• For international operations, compliance multiplies in complexity. Different jurisdictions 
impose varying requirements. US state laws, EU regulations, and UK rules may conflict, 
requiring careful navigation. 

How the Services Differ 
• OpenAI's ChatGPT offers the most mature ecosystem but raises specific concerns. Free 

and Plus tiers default to using data for training. Enterprise plans provide stronger 
protections but require significant investment. The platform's US base creates data 
residency challenges. 

• Anthropic's Claude takes a more privacy-focused approach. It claims not to use customer 
data for training by default, even on free tiers. However, the lack of EU data residency 
options may pose challenges for strict compliance requirements. 

• Microsoft Copilot leverages existing Microsoft 365 infrastructure, simplifying compliance 
for current Microsoft customers. Data remains within existing tenants, maintaining 
established protections. Integration with Office creates both advantages and expanded risk 
surfaces. 

• Google Gemini benefits from Google Cloud's comprehensive compliance certifications. It 
offers explicit EU data residency options, addressing a key concern. However, the broader 
Google ecosystem raises questions about data usage across services. 

• Each provider's approach to model updates affects compliance. Some retain training data 
indefinitely, while others offer deletion options. The ability to audit and verify these claims 
varies significantly between providers. 

• API access versus web interfaces creates different risk profiles. API implementations allow 
greater control over data flow but require technical expertise. Web interfaces offer 
convenience but less visibility into data handling. 

Conclusions and Action Points 
1. Immediate governance requirements cannot be delayed. Organisations must establish AI 

usage policies before, not after, incidents occur. The gap between AI adoption and 
governance frameworks expands daily, multiplying risks. 
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2. Risk assessment must cover all AI touchpoints within the organisation. This includes 
sanctioned tools, shadow IT usage, and embedded AI in third-party services. Discovery 
often reveals surprising extent of AI adoption. 

3. Vendor selection requires formal evaluation processes. Technical capabilities matter less 
than compliance features for regulated businesses. CFOs must prioritise data protection 
guarantees over functionality. 

4. Employee education proves essential but insufficient alone. Technical controls must 
enforce policies, as awareness cannot match AI's speed and scale. Access management 
and monitoring systems need AI-specific configurations. 

5. Incident response plans must evolve for AI-specific scenarios. Traditional breach 
procedures assume human-speed events. AI incidents can affect millions of records in 
seconds, requiring automated responses. 

6. Budget allocation should reflect AI's dual nature as productivity tool and risk vector. 
Compliance costs include not just licensing but governance infrastructure, monitoring 
tools, and specialist expertise. 

7. Board reporting must articulate AI risks in business terms. Technical compliance details 
matter less than potential financial impact, regulatory penalties, and reputational damage. 
Regular updates on the evolving landscape prove essential. 

8. Strategic positioning requires balancing innovation with protection. Organisations that 
establish robust governance early gain competitive advantage through responsible AI 
adoption. Those that delay face escalating costs and constraints as regulations tighten.  
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